Personal Computer Hygiene Part 3:
Removing rogue software with SpyBot Search & Destroy
LK 11/30/2004

Assuming you have an up-to-date virus checker on your computer, and you have recently used it to scan the hard
drives, you may still experience slow performance in general, or find that you get large numbers of “pop-ups”
when accessing web sites using Internet Explorer. What may have happened is that in the course of moving
around on the internet, your computer has downloaded a rogue program that, for its own nefarious purposes, is
now using some of your computing power. Such programs may simply track where you move on the internet, or
replicate themselves to other computers.

Several scanning programs are available to remove many of these rogue programs. In addition to Ad-Aware
described in the second part of this series, another popular scanner is called SpyBot Search & Destroy. It is
available from http://www.safer-networking.org/en/index.html

When using Spybot S&D, the procedure is similar to other scanning programs:
e Open the program
e  Check for updates of the definition file
e Run the scan.

Starting the Program:
The program will be located under the Start | Programs | Spybot Search and Destroy

Spybot - Search & Destroy

Uninstall Spybot - Search & Destriy

As the program opens, it will present three buttons, including the third down, which allows you to “Search for
Updates”

= Spybot - Search & Destroy
File Mode Language Help

| =/ Spybot S50 = Spybot- Search & Destroy 1.3

e Uze thiz button to start zcanning your spstem for spyware and
/- ! Check far problems all other threats detectad by Spybot - Search & Destroy.

o Use thiz button if you notice some problems that hawe

£ o

@ Recovery occumed during a recent removal of problems, and pou want
to undo some changes.

Thisg iz very important; it iz recommended to update the
a Search for Updates detections at least once a weekl

o

IF pou remaove advertisement rSB'tnt-sﬁwith thiz program, you may not be allowed to continue using
their hast pragrams. Read their license agresments far further informatian,
L

Computer Notes: Personal Computer Hygiene Part 3: Spybot Search and Destroy Page 1 of 3


http://www.safer-networking.org/en/index.html

Finding updates
If the program finds updates, it will list them within the update screen:

- Spyhot - Search & Destroy
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Advanced detection ioutines update (TS K. 20041014
Updated detections (514 KB) 20041118
Enghih help He for TeaTimer sddon [34 KB)  200410-26
Updated Erglzh language fle [21 KE] 2004-11-18

Check the updates needed, then press “Download Updates” Once the updates are installed, then select Search and
Destroy from the menu on the left: This will bring you to the main Search and Destroy screen

Perform the check.

The main screen shows a menu with the button “Check for Problems™.

p heck for problems hﬁErint @ﬂelp

When you press this button, the program will scan your hard drive for potential problems. This may take a few
minutes.

When the scan is complete, you’ll a screen showing a list of problems (if any are found, of course...)
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= Spybot - Search & Destroy
File Mode Language Help

= Spybot-5ED /= Search & Destroy

r for problems and remowve them,

' Check for problems Fix zelected problems (= Print @ Help

Thiz iz the main zcan page of Spebot-5E0. Here vau scan vour sustem [['Check
for problems" buttan] and fis any problems that were found [''Fix zelected
problemsz" button]. Hint: if pouw haven't done =0 pet, we recommend pou read the
tutarial [zee Help menu] to learn how to deal with the scan results.

Hide thiz information

Froblem _ k.ind
B DoubleChck 1 entnes

E} D50 Exploit 5 entries

B problems found [02:53]

In this case, the program has found a couple problems. . Click on the Fix selected problems button, to immobilize
these problems.

p Check. for problems %ﬂ Eix zelected problems ,,i_;! Erirt 9/] Help

You will get a screen asking you to confirm the fix, and then eventually a screen saying that everything is
complete.

Confirmation [E| E|

D] i i problems Fixed,
-

At this point, you can close the program.
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